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Presentation Overview:

Introduction to Classification

Why We are Here

 Classification Office and Officials

Mission Areas with Classified Aspects

 Classification Categories

 Classification Policies

 Unclassified and Declassified 

Information

Official Use Only Information

 Unclassified Controlled Nuclear 

Information
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Introduction to Classification

Why we are here

– We work at Los Alamos National Laboratory which is a National Security 

Laboratory

– We underwrite the U.S. nuclear deterrent by designing, manufacturing and testing 

nuclear weapons and components

– We identify and analyze and develop technologies to deter any and all threats to 

national security

– Our mission programs are by their very nature “classified” even though we do 

plenty of unclassified work

– Your work supports classified programs, if only indirectly

– The Office of Classification is here to help you be successful
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• Introduction to Classification

 Classification is the legal process by which U.S. government officials 

identify information that can and must be withheld from public 

disclosure in the interest of national security

 At LANL, classification is the process of identifying classified 

information in documents and materials used or generated here to 

prevent unauthorized disclosures
– i.e., disclosures of classified information to person(s) without appropriate 

security clearance(s) and need-to-know

Like nuclear weapons, classification 
exists to support national security
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Introduction to Classification

Why we are here

– Unauthorized disclosures of classified information threatens national 

security

– Unauthorized disclosures by Laboratory employees threatens the 

Laboratory’s reputation

– The increase in unauthorized disclosures at LANL is concerning

Calendar Year No. of Disclosures

2014 8
2015 8
2016 7
2017 12
2018 28
2019 30+

Employee 
classification
awareness is

essential
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Introduction to Classification

Types of classification officials

– Original Classification Authorities (OCAs) are federal employees (many are 

cabinet-level appointees) granted authority by Congress or the President to 

classify specific U.S. government information within classified subject areas

– The LANL Classification Officer (CO) and Classification Analysts (CAs) are 

trained and granted unique authority by the Dept. of Energy (DOE) Office of 

Classification to approve public release of unclassified documents in any 

and all classified subject areas 

– LANL Derivative Classifiers (DCs) are trained and granted authority by the 

CO to classify documents in specific classified subject areas, but are not 

authorized to approve documents for public release
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Introduction to Classification

The LANL Office of Classification is responsible for ensuring that

– all cleared employees know exactly what information is classified

– all uncleared employees know generally what kind of information is 

classified
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 Nuclear weapons 

– design 

– production 

– testing 

– stockpile management

– military use

 Nuclear material production

 Nuclear nonproliferation

 Nuclear counterterrorism

 Nuclear/rad emergency response

 Military operations

 Arms control and treaty verification

 Full-spectrum threats to national 

security

 Vulnerabilities in “critical infrastructure”

 International nuclear safeguards and 

security

 Counter-Weapons of mass destruction

 Intelligence and counterintelligence

 Foreign nuclear intelligence

Introduction to Classification

Mission areas with classified aspects
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Introduction to Classification

Classification categories

– Relatively broad subject areas defined in U.S. laws and executive orders, 

relating to national security and defense

– Applicable laws and orders

• Atomic Energy Act (ca. 1946)

• National Security Act (ca. 1947)

• Executive Order on National Security Information (changes with Presidential 

Administrations)

– LANL is one of only a few institutions with a mission that involves 

information in all classification categories

Classification Categories

RD     FRD    NSI    TFNI
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Introduction to Classification

Classification categories

Restricted data (RD)

• Design and manufacturing of nuclear weapons
– Shapes, dimensions, materials, masses of components inside the “nuclear 

assembly system (NAS),” “physics package,” “canned sub-assembly (CSA)”

• Computer codes used in weapon design 

• Experiment design and data from hydrodynamic experiments (Dual-Axis 

Radiographic Hydrodynamic Test [DARHT] shots,“hydros” and sub-critical 

experiments [SCEs])

• Production of special nuclear material (e.g., uranium, plutonium)

• Production of nuclear components (e.g., pits)
– Actual production rates (vs. planned or design capacity)
– Quantity of plutonium allocated to pit production
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Introduction to Classification

Classification categories

Formally restricted data (FRD)

• Stockpile quantities of active and retired weapons (e.g., total quantities; subdivisions of 

the stockpile by type, year, theater)

• Storage and deployment (foreign and domestic, past and present)

• Total explosive yield (i.e., Trinitrotoluene [TNT] equivalent, usually expressed as 

kilotons [kT])

• Targeting information 

• Nuclear test information (e.g., purpose, yields, weapon or device tested)
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Introduction to Classification

Classification categories

National Security Information (NSI)

• Military plans, operations

• Scientific, technological or economic matters relating to national security

• Safeguarding nuclear materials or facilities

• Vulnerabilities affecting “critical infrastructure”

• Development, production or use of weapons of mass destruction (WMD) including 

chemical, biological, radiological, nuclear and cyber

• Intelligence activities, sources or methods, or cryptology

• Foreign government information, foreign relations or foreign activities of the United 

States
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Introduction to Classification

Policy on classified information in the public domain
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Introduction to Classification

Policy on Marked classified information in the public domain

Don’t access, don’t print, don’t quote, don’t forward
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Introduction to Classification

Policy on Unmarked classified information in the public domain

View, save, share; don’t annotate, don’t extract, don’t summarize
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Introduction to Classification

Policy on publication of nuclear weapon information
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Introduction to Classification

Policy on publication of nuclear weapon information

Individuals with current or past access to RD and FRD information must 
obtain approval from the Office of Classification to publish within Nuclear 

Weapon Subject Areas
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Declassified depictions of generic nuclear weapon types
Introduction to Classification

Little Boy Like 
Gun Weapons

Fat Man Like 
Implosion 
Weapons

Modern Staged 
or 

Thermonuclear 
(TN) Weapons

Trinity Test
the “Gadget”
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Introduction to Classification

Classification considerations

– The fundamental criterion used by the U.S. government to classify 

information is the belief that, if potential adversaries get hold of it, they can 

use it to undermine U.S. national security.

• If you’re uncleared, you can’t know what information is classified but if you 

come across information that seems to fit the general criterion for 

classification, you can avoid proliferating it.

• If there is a pressing need to discuss information in a potentially classified 

subject area, use well-vetted reference materials and cite them. 
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Vetted unclassified references

Introduction to Classification
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Vetted unclassified references

Introduction to Classification
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Vetted unclassified references

Introduction to Classification
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Declassified nuclear weapon 

yields

– Trinity test device (Gadget) 21 kT

– Hiroshima bomb (Little Boy) 15 kT

– Nagasaki bomb (Fat Man) 21 kT

Introduction to Classification
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Declassified notional nuclear weapons outputs/effects

Introduction to Classification
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Unclassified active stockpile weapons/delivery systems

Introduction to Classification
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Declassified stockpile/dismantlement numbers

Introduction to Classification
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Acknowledged foreign nuclear weapons 

states

– Russia

– United Kingdom

– China

– France

– India

– Pakistan

– North Korea

Introduction to Classification
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Unclassified 

foreign nuclear 

force structure

Introduction to Classification
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Unclassified 

security threats

Introduction to Classification
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Recognizing and protecting controlled unclassified information (CUI)

– Certain U.S. government information that does not meet the legal threshold(s) to 

be classified but still requires protection

– Unclassified information that meets criteria established for CUI may be exempt 

from disclosure under the Freedom of Information Act (FOIA)

– Common LANL CUI categories

• Official Use Only (OUO)

• Unclassified Controlled Nuclear Information (UCNI)

– Access to most CUI is controlled strictly on the basis of need-to-know

– Only OUO and UCNI markings are allowed for DOE government information

Introduction to Classification
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Official use only (OUO) information

– As utilized and defined by Dept. of Energy (DOE), OUO information has potential to damage 

governmental, commercial or private interests if disseminated to persons who do not need to 

know the information to perform their jobs/DOE-authorized activities 

– To be identified as OUO information must: 

• be unclassified 

• have the potential to damage governmental, commercial or private interests if 

• fall under at least one FOIA exemptions

Introduction to Classification

OUO markings
A document containing OUO information must be marked with: 

• the FOIA exemption (number and category) used in the determination

• the person who made the determination 

• the date and any classification guidance used in the determination

disseminated to persons who do not have a need to know
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Unclassified controlled nuclear information (UCNI)

– According to the Atomic Energy Act, unclassified information must be protected as UCNI if 

public dissemination could significantly increase the likelihood of:

• Illegal production of a nuclear weapon; or theft, diversion, or sabotage of nuclear material, equipment, or 

facilities

– Such information includes:

• Design of production/utilization facilities

• Security measures for physical protection of:

– Production/utilization facilities, Nuclear material in such facilities and Nuclear material in transit

– Previously classified nuclear weapon information

Introduction to Classification

UCNI Markings
– Only trained individuals - UCNI Reviewing Officials (RO)- are authorized to 

determine that a document contains UCNI

– Documents containing UCNI must be marked to identify

• The RO who made the determination

• The date of the determination

• The guidance (required to be) used by the RO in making the determination
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Practices that protect national security and reduce the risk of an 

unauthorized disclosure of classified information

– Don’t include information in classified subject areas in LANL documents 

intended for, or not protected from, public release

– Don’t comment on information in the public domain in classified subject areas 

– Do use the Review & Approval System for Scientific and Technical 

Information (RASSTI) publication tool for your articles

• RASSTI process authorizes publications for public release by the Office of 

Classification, meaning WE are accountable

– Review requirements waived if documents are within scope of a Designated 

Unclassified Subject Area (DUSA)

Introduction to Classification



Questions?

Email us: NFO@lanl.gov

Thank you!
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